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Know Your Digital Rights

How you can hold social media platforms accountable for online antisemitism

Protected Characteristics

All mainstream social media platforms have community standards or
hate speech policies which ban discrimination and hate speech targeting
people on the basis of what are defined as “protected characteristics”.
The broad spectrum of protected characteristics across platforms
include: race, ethnicity, nationality, national origin, citizenship,
statelessness, religious affiliation, sex, sexual orientation, gender,
gender identity, age, disability, disease, and caste. As a Jewish user,
this means that social media companies have promised you protection
from online hate hosted on these platforms — whether it is targeted
harassment against you specifically, or generally spreading fear and harmful
misinformation about the Jewish people as a group.

Reporting Online Hate

Reporting offensive content on each platform is different and can be
frustrating. Based on our experience, typically the first time a piece of
content is reported by a user to a social media platform, their artificial
intelligence (Al) reviews the content to see if any of the images or words
‘trigger’ automated programming to remove the content. For example, an
image of a Swastika has a high likelihood of being removed across most
platforms most times that it is reported. However, the current Al models
often miss certain classic images of antisemitism, nuanced text alluding to
antisemitic conspiracy theories, and modern forms of antisemitism, like
virulent anti-Israel sentiment.

If you submit a report and the platform says that it does not violate their
standards, don’t be frustrated. Typically, you can report the content
again. A second report by the same user has a higher likelihood of being
reviewed by a human instead of Al. Unfortunately, platforms often
out-source human-review to content review teams that either do not
have the capacity or the necessary education to address the volume or
nuance of online antisemitic content. Below, we have featured a how to
guide, with some basic visual guidance on how to report Jew-hatred on
your preferred platform.
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The Loophole

Despite the digital policies and standards that platforms created to ensure
a harassment-free zone for protected groups, we know that antisemitic
content remains online despite being reported at overwhelming rates.
How is this possible? How can social media platforms continue to host
hate, conspiracies, along with other harmful messaging, some even with
direct connections to offline violence?

Section 230 of the 1996 Communications Decency Act protect social
media platforms from legal liability relating to harmful content posted
on their platforms by third parties (including, hate group and regular
users). While the same law also empowers the social media companies
to monitor and remove any harmful content at their discretion, they
are not legally required to do so. Since the spread of online hate and
other unforeseen social harms propelled by widespread social media use,
especially by children and teens, have come to light both Republican and
Democrats have increasingly criticized the Section 230 loophole and have
proposed bi-partisan changes to law—over 20 times in the current 117th
Congress alone!’

Meanwhile, the European Union’s Digital Services Act (DSA), passed in
July 2022, will start to enter into force this November 16, 2022 and
be fully rolled out across Europe in February 2024. The DSA includes
core requirements of large social media platforms & search engines,
including increased transparency & reporting, compliance by design to
easily remove illegal content, including hate speech & systematic user
complaints management. The DSA empowers the EU to fine social media
platforms up to 6% of their annual revenue if they fail to comply!

The Accountability Crisis

The sad truth is that today social media platforms still rely on their users to
report violating content to them before responding. They are not actively
seeking out and removing harmful content themselves without concerted
public pressure campaigns, research from civil society or regulation. That’s
like a police department saying that they are only going to enforce laws
when they receive reports from the public. We know that technology is
available that enables platforms to identify and remove content, and that
they do so regularly where there are legal consequences for leaving that
content online. For example, the best technology in content moderation is
applied today to things such as copyright violation and child pornography.
Content that violates either of these policies is swiftly removed with
severe ramifications for the original content creator. Imagine if the same
stringency was applied to flagging hate content.

1 Chart tracking the proposed changes to Section 230 and relevant sponsoring Congressmen.
Compile by Alan Kyle, Mast


https://www.eff.org/issues/cda230#:~:text=Section%20230%20says%20that%20%22No,%C2%A7%20230).
https://www.brookings.edu/research/the-politics-of-section-230-reform-learning-from-fostas-mistakes/#footnote-1
https://www.taylorwessing.com/en/insights-and-events/insights/2022/06/eu-parlament-beschliesst-digital-services-act-die-wichtigsten-fragen-und-antworten
https://www.taylorwessing.com/en/insights-and-events/insights/2022/06/eu-parlament-beschliesst-digital-services-act-die-wichtigsten-fragen-und-antworten
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While the legal landscape for social media platforms may slowly change,
CyberWVell is collecting, vetting and reporting data with a unique lens of
digital policy compliance and sharing that data with the public so that,
together, we can change our digital future for the better.

What You Can Do

1. Call out antisemitism online where you see it — remember,
most users are passive, meaning they only read the post and
the comments section, but do not engage. If antisemitic tropes do
not get labeled as purveying hate, offense and fear, the passive reader
might not register that the content they are viewing is antisemitic.

2. Support users who openly express their Jewish identity — It is
not easy online for a Jew, especially those who are proudly producing
visibly Jewish content. Show your support in the comments section,
messages and likes when you can!

3. Take a proactive stance and report online Jew-hatred via
CyberWell’s interactive data platform.

4. Crowdsource report the online antisemitism you experience
to CyberWell — we will do the follow up work to ensure that the
platforms take down this content!

Don’t forget — this is a numbers game. The more reports a post receives,
the greater the likelihood that the platform will remove that content. Do
not get discouraged by the reporting processes or responses that a clearly
offensive post does not violate a platform’s policy. The more we apply
consistent, methodical pressure on the social media platforms, the greater
our voices become amplified. We know that social media platforms
can do better and, together, we can ensure that antisemitism is as
unacceptable online as it is offline.

Let's get to it!



http://app.cyberwell.org/
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Reporting Online Antisemitism
Step-By-Step Guide

o TikTok

Press on the eee and Report

Report

Please select a scenario

Minor safety
Dangerous acts and challenges

Suicide, self-harm, and disordered eating
Adult nudity and sexual activities
Bullying and harassment

Hateful behavior

Select Violation

< Report

Hateful behavior
We don'tallow:
« Content that contains hate speech o involves hateful behavior

+ Content that attacks, threatens, incites violence against, or dehumanizes a person or a
group because of their protected attributes: race, ethnicity, national origin, religion, caste,
sexual orientation, sex, gender, gender identity, serious disease, disability, and immigration
status

« Content that s clearly hostile toward people because of the above protected attributes

Submit!
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Reporting Online Antisemitism

b @2

N & &

Share Link Save Remix QR code

@ Report

-

J

Press on the eee and Report

Step-By-Step Guide

Instagrom

Report

Why are you reporting this post?

Your report is anonymous, except if you're reporting an
intellectual property infringement. If someone is in
immediate danger, call the local emergency services
don't wait

It's spam >
Nudity or sexual activity >
Hate speech or symbols >
False information »
I just don't like it >
Bullying or harassment >

-

< Report
Hate speech or symbols guidelines

We remove:

+ Photos or videos of hate speech or symbols

s with ¢
ack anyone based or

2ncourage violence or
vho they are

att

s ific threats of physical harm, theft or
vandalism

Submit report

Select Violation

- J

Submit!
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Reporting Online Antisemitism
Step-By-Step Guide

facebook

Save post ) Report X
Add this to your saved items. 1
: of
it

Find support or report photo

If someone is in immediate danger, get help before reporting to Facebook.

Turn on notifications for this post

Download Don't wait.
es

Enter fullscreen Nudity
H

Embed )
3 Violence

Report photo
e Harassment

-
Suicide or self-injury

False information

' Spam

Unauthorized sales

Hate speech >

Terrorism

Something Else

Write a comment... & © © / K )

Press on the eee and Report Select Violation

« Report X « Community Standards X
What kind of hate speech? (1]
If someone is in immediate danger, get help before reporting to Facebook.
Don't wait. e : poring Hate Speech
We only remove content that directly attacks people based on
Race or ethnicity > certain protected characteristics. Direct attacks include things like:

Violent or dehumanizing speech
For example, comparing all people of a certain race to insects or animals

v

National origin

Religious affiliation >

Statements of inferiority, disgust or contempt

For example, suggesting that all people of a certain gender are disgusting
Social caste Slurs

For example, using harmful racial stereotypes to insult someone

Sexual orientation

Calls for exclusion or segregation
For example, saying that people of a certain religion shouldn't be allowed to vote
Sex or gender identity

Diabity orciseese e

Something else

What Kind of Hate Speech? Depending Submit!
on the context, Religious Affiliation,
National Origin, Race or Ethnicity
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Reporting Online Antisemitism
Step-By-Step Guide

3 YouTube

NOTE: Best to pause the video where its antisemiticbefore making your report

< clip
=+ Save
Report

Show transcript

Press on the eee and Report

Report video

Select Violation

Report video

Timestamp selected *

026

Video spreads antisemitic and homophobic tropes.

Add more detail (optional) & Submit!
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Follow i
[

+

Add/remove from Lists

Mute S————
i

N

Mute this conversation

)

Block et s
e

Report Tweet

press on the eee
and Report tweet

s

Cancel
Gathering info
Howis ™ . . =

doing this?

Why are we asking this?

Using slurs or harmful tropes

<]

Wishing harm on them because of their
identity

Dehumanizing or degrading them

For example, comparing a group of people to animals or
viruses

<]

Misgendering or deadnaming them

Spreading fear about them because of their
identity

8 0

Encouraging others to harass them because
of their identity

Referencing a violent event that targeted
people because of their identity
For example, genocide or lynchings

0O O

Encouraging others to deny support to their

J

Next

Cancel

L

Hello

We need you to answer a few questions so we can
better understand what’s going on in this account’s
profile or Tweets. You'll also have the option to add
more info in your own words and add Tweets to this
report

We take reports seriously. If we find a rule violation,
we'll either ask them to remove the content or lock

or suspend the account.

If there’s immediate danger, call your local
emergency services in addition to reporting.

Start report

~

Start the report

4 A

Cancel

Gathering info

Last question. Which part
of their identity is
. s e -
targeting?

We only enforce our rules for the following protected
categories. Select all that apply.

Why are we asking this?

Race, ethnicity, caste, or national origin
Religion
Sexual orientation 0O

Someone's emotional, romantic, or sexual attraction to
someone else (such as lesbian, gay, bisexual, pansexual,
asexual, o straight).

Gender/gender identity 0O

Gender is often assigned at birth based on infant genitalia.
That assignment might not match the person's gender
identity, which can change over time (such as woran,
nonbinary person, man)

Their identity isn't targeted

s

Twitter Cancel

Gathering info

Who is this report for?

Why are we asking this?

Myself O

Someone else or a specific group of (/]
people

This Tweet is directed at or mentions

someone else or a specific group of people

— like racial or religious groups.

Everyone on Twitter O
This Tweet isn’t targeting a specific person
or group, but it affects everyone on Twitter
— like misleading info or sensitive content.

- J/

s

Cancel

Gathering info

What is happening to them?

Why are we asking this?

Attacked because of their identity Qo
Slurs, misgendering, racist or sexist

stereotypes, encouraging others to harass,
sending hateful imagery

Harassed or intimidated with violence O
Sexual harassment, group harassment,

insults or name calling, posting private info,
threatening to expose private info, violent

event denial, violent threats, celebration of

violent acts

Spammed O
Posting malicious links, misusing hashtags,

fake engagement, repetitive replies,

Retweets, or Direct Messages.

Shown content related to or encouraged (O
to self-harm
Shown sensitive o disturbing content O

Consensual nudity and sexual acts, non-

&

J

Who is this report for?
Depending on the context,
Myself or a specific group

What is happening to
them? Typically, Attacked
because of their identity

s

Cancel

Validate

It sounds like you want to
make a report for hateful
conduct

Abusive behavior that targets someone based on
their identity isn't allowed, including;

Hateful violent threats
Hateful wishes of harm

References to hateful violence

Spreading fear about someone or encouraging
others to harass someone

Racist slurs or name-calling

Denying violent events, such as the Holocaust
or slavery

Logos, symbols, or images intended to spread
hate

View entire rule
Example Tweet

Content warning View

Yes, continue

No, select another rule

4 N

Cancel

Review and submit

Let's make sure we have
this right

This report is for someone else or a specific group of
people.

They're being attacked because of their identity.
@RealBlackJewMan is doing this by using slurs.

@RealBlackJewMan is targeting them because of
their race, ethnicity, caste, or national origin.

@RealBlackJewMan is targeting them because of
their religion.

@RealBlackJewMan might be violating Twitter's
hateful conduct rule.
Add more info (optional)

Add other Tweets

Add additional context

-

J/ -

J/ - J/ .

Select how the account
is spreading antisemitism

Select which part
is being targeted

Validate the selected policy
that is being violated

Review & Submit

Feel free to add more Tweets

that are also antisemitic!
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